NHO®OPMALNOHHASA ITAMATKA U1 OBYUYHAIOLIUXCA IJI5
PASMEHIEHUA HA O©OULHUAJBHBIX THTEPHET-PECYPCAX

C xax1bIM I'OZIOM MOJIOJIC’)KH B UHTEPHETE CTAHOBUTHCS OOJIbILE, a MIKOJIBHUKU OJTHU U3 CAMBIX
aKTHBHBIX IOJIb30BaTese Pynera. Mexnay TeM, TIOMUMO OTPOMHOIO KOJIMYECTBA
BO3MO>KHOCTEH, HHTEPHET HECeT U NMPo0JieMbl. DTa MaMATKa JI0JKHA TOMOYb TeOe 0€30MacHo
HaxOJIUTHCS B CETH.

KomnbrotepHbie BUpYyChI

KoMIbroTepHslii BUPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX IPOrPaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH ABIIsETCA CIOCOOHOCTh K pa3MHOKEHHIO. B fjonoHeHne K 3ToMmy,
BUPYCHI MOT'YT MIOBPEIUTH WM MOJHOCTHIO YHUUTOXKHUTH BCE (haillibl U TaHHbBIE,
MIOJIKOHTPOJIbHBIE MTOJIb30BATENI0, OT UMEHH KOTOPOIo ObUIa 3aIlyllIeHa 3apakeHHas IporpamMma,
a TaKk)Ke MOBPEIUTh WK aKe YHUUTOXKHUTD ONEPAIMOHHYIO CHCTEMY CO BceMH (paiiimaMu B
1esioM. B G0JIBIIMHCTBE CilydaeB pacpOCTPAHAIOTCSA BUPYCHI UY€pPE3 UHTEPHET.

MeToabl 3alIMThHI OT BPEIOHOCHBIX ITPpOrpaMmm:

1. Hcnonw3yil coBpeMEHHbIE ONEpPallMOHHBIE CUCTEMBI, UMEIOIIHNE CEPhE3HBIA YPOBEHD
3aIUTBI OT BPEAOHOCHBIX NIPOrpamm;

2. TloctosiHHO ycTaHaBinuBail naTuu (IM(POBBIC 3aIUTATKH, KOTOPhIE aBTOMATHUECKU
YCTaHaBJIMBAIOTCS C LIEJIbI0 JOPaOOTKH MTPOrpaMMbl) U Apyrue OOHOBIIEHUS CBOECH
OTIepaMOHHON cucTeMbl. CKauuBail UX TOJBKO ¢ OPHUIIMANBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymecTByeT peskuM aBTOMaTHYECKOro OOHOBJIEHHUS, BKIIIOUH €T0;

3. PaOotail Ha cBOEM KOMIBIOTEPE I10]] IPaBaMH I10JIb30BATENS, a HE aAMUHUCTPATOPA. ITO
HE MO03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM
MIEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonw3yil aHTUBUPYCHBIE IPOTPaMMHBIE IPOAYKTHI U3BECTHBIX IIPOM3BOAUTENEH, C

aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb pu3nUecKuil 1OCTyN K KOMIbIOTEPY AJIsl HOCTOPOHHUX JIUIY;

6. Vcnonp3yii BHEIIHUE HOCUTEIH HHPOPMAIINH, TaKKe KakK (IIelKa, TUCK WIn (aiin u3
HMHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (ailyibl, IOTYUEHHbIE U3 HEHA/IEKHBIX HCTOYHUKOB. Jlaxke
Te (paiiabl, KOTOpbIE MpHUCIIai TBOM 3HaKOMBIN. JIyullle yTouHHM y HEro, OTHPaBIIsUI JIU OH
TeOe ux.

e

Cetun WI-FI

Wi-Fi - 3T0 He Buj nepenayuu NaHHBIX, HE TEXHOJIOTHS, a BCEro JHIlb OpeHa, mapka. Eme B 1991
roJly HUEepiaHACKast kKoMnaHus 3apeructpuponaia openn "WECA", yto 0603Ha4aso
cioBocouetanue "Wireless Fidelity", koTopblif mepeBoauTCs Kak "GecrpoBOHAs TOYHOCTD" .

Jlo Halero BpeMeHH JA0ILIa Jipyras abopeBuaTypa, KoTopas SBJIseTCs TAKO! )K€ TEXHOIOTHEH.
Ot10 a66peBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH
3BykoBo# TexHUKkH Hi-Fi, uTo B mepeBojie 03HauaeT "BbICOKas TOUHOCTh'.

Ja, GecruiaTHBIM HHTEPHET-AO0CTYI B Kade, OTENAX U adpoIopTax ABISETCS OTIUYHOMN
BO3MOKHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE 3KCTIEpTHI CUMTAIOT, 4TO 001Ie0CcTynHbIe Wi-

Fi cetu He saBisgroTCS O€30IIACHBIMU.

CoBeTbl 110 0€30maCHOCTH PA0OTHI B 001e0CTYNHbIX ceTaX Wi-fi:



1. He mepenaaii cBoro nuuHyo nHbopmaluio yepe3 odmenoctynuasie Wi-Fi cetn. PaboTas
B HHX, JKEJIATEJIIbHO HE BBOJUTH MAPOJIU JIOCTYIA, JJOTHHBI U KaKWe-TO HOMepa;

2. Hcnonw3yit u 0OHOBISI aHTUBUPYCHBIE POTPAMMBI U OpaHaMayep. TeM caMbIM ThI
o0e3onacuib ceds 0T 3aKaYKU BUPYca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimroun gynkiuio "O06mumii toctyn K daiaam u
npuaTepam". JlanHas QyHKIUS 3aKphITa 10 YMOJYaHUIO, OJHAKO HEKOTOPHIE
MOJTH30BATEIN aKTUBHPYIOT €€ JIs yI00CTBa UCTIOJb30BaHUs B paboTe Uin yueoe;

4. He ucnons3yit myonuunsiii WI-FI ans nepenayun AMuHBIX JaHHBIX, HATPUMED IS
BBIXO/Ia B COI[MAJIbHBIE CETU WU B JIEKTPOHHYIO MOUTY;

5. Hcnonb3yii Tonpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-ampeca BBOAM MeHHO "https://";

6. B moOunbHOM Tenedone otkimoun pynkiuio "Tloakmouenue k Wi-Fi aBromatuueckn'.
He momyckaii aBToMaTHYECKOTO MOAKIIOUEHUS yCTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero
corJacusl.

CouuajbHble ceTH

ConuasibHble CeTH aKTUBHO BXOJST B Hally )KH3Hb, MHOTHE JIIOJU pa0OTaIOT U KUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUIHap/] 4€IOBEK, UYTO SBISETCS OJHON
cebMOM BCeX JKUTelNel TianeTsl. MHOTHE MOIh30BaTeNId HE MOHUMAIOT, YTO UH(OopMaIus,
pa3MenieHHass UMU B COITUAIBHBIX CETAX, MOXKET ObITh HalIeHA U UCIIOJIb30BaHA KEM YTI'OJTHO, B
TOM YHCJIE HE 0053aTeNbHO ¢ OJIarMMH HaMEPEHHUSIMH.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIIMAJIBHBIX CCTAX:

1. Orpanuub cnucok apy3eil. Y Te0s B Ipy3bax He TOJKHO OBITh CIIy4alHbIX U
HE3HAKOMBIX JIIOACH;

2. 3amminaii cBOIO YacTHYIO ku3Hb. He ykasbiBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS U JPYTYIO JTUYHYIO HH(OPMAIHIO. 30YMBIIIJICHHUKA MOTYT UCIIOJIb30BaTh
naxke MHQOPMALIMIO O TOM, KaK Thl ¥ TBOM POJUTENHN IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amminai cBOIO peryTaLulo - JepXKH €€ B YUCTOTE U 33/aBaii ceGe BOIpoc: XoTes Obl ThI,
4YTOOBI APYTHE MOJIb30BATEIN BUIEIH, YTO Th 3arpyxaemsb? [loxymail, mpexae uem uro-
TO OIyOJMKOBATh, HAITUCATD U 3aTPYy3HTh;

4. Ecau Tbl TOBOPHIIB C JIKOJbMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIB3YH CBOE PEAIbHOE UMS U
JPYTYIO JTMYHYIO MHQOPMAIMH: UM, MECTO >KUTEJIbCTBA, MECTO y4eObl U Ipouee;

5. W36erait pazmenienus portorpaduii B UHTEpHETE, T1I€ THI M300paXkKeH HA MECTHOCTH, 110
KOTOpPOU MO>KHO OIPENEIUTh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COLHMAIBLHON CETH HEOOXOAUMO HCTOIb30BaTh CI0KHBIE TAPOJIH,
cocrosdlye u3 OyKB U IU(pP U ¢ KOIUIECTBOM 3HAKOB HE MeHee §;

7. Jlyis couuanbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOIUMO MCIIOJIb30BATh pa3HbIC
napousid. Toraa ecnu Te0st B3IOMAIOT, TO 3I0YMBIIIICHHUKH MOJyYaT JOCTYII TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

DJIeKTPOHHBIE I€HbIH

DJEeKTPOHHBIE ACHBIH - 3TO OUYEHB YJ0OHBIN CrI0co0 TIaTexel, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST MOJYYUTh ITH JEHBIU.

9H€KTpOHHBIe JCHBI'N ITOABUJIIMCH COBCEM HEAABHO U HMCHHO H3-3a 3TOI'O BO MHOT'HX
rocygapCTtBax g0 CUX IIOP HC NPOINHUCAHO IMPO HUX B 3aKOHAX.



B Poccun sxe onM QyHKIMOHHPYIOT M O HUX YK€ MIPOMUCAHO B 3aKOHE, TJIe UX pa3AeisiioT Ha
HECKOJIBKO BHJIOB - aHOHUMHbBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi MPOBOIUTH ollepauu 0e3 naeHTUu(UKaIK M0JIb30BaTeNs, a B
HEAHOHMMHBIX UACHTH(HUKAIUS TOJIH30BATEIS SIBISETCS 0053aTeIHHOM.

Taxoke cieyeT pa3nuyarhb JIEKTPOHHbIE (PUAaTHBIE AEHBI'H (PaBHBI TOCYJapPCTBEHHBIM BaJIIOTAM)
U 3JIEKTPOHHbIE HE(UATHBIE IE€HbI'U (HE PaBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).

OcHoBHbIE cOBeThI N0 0e30NacHOii padoTe € 3JIEKTPOHHBIMH JeHbIAMM:

1. TlpuBsbku K cueTy MOOMIIbHBIN TenedoH. DTO camMblil yA0OHbIH U OBICTPBIN CIIOCO0
BOCCTAHOBUTD JIOCTYII K cueTy. [IpuBsizanHbii TernedOH MOMOXKET, €CIIH 3a0y/IelTh CBOM
IJIATEKHBIN MMAPOJIb WM 3aiJE1Ib HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonw3yit omHOpa3oBbie mapoiu. [locne nepexoaa Ha yCUIIEHHYIO aBTOPH3aIUIO Te0e
yKe He OyJIeT yrpokaTh OMacHOCTh Kpaky WIIM TIepexBaTa IJIaTeKHOTO apoJis;

3. Bei0epu crnoxkHbIN apoiib. [IpecTymankaM OyneT He MPOCTO yraaaTh CIOKHBIN Mapoib.
HanexxHble mapoiu - 3To napoiu, KOTOpbIE COAEpKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B
ce0st CTpOYHBIE U MPOMHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TAKUE KaK 3HAK
noapa, (yHTa, BOCKIHMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC TAHHBIC HA CAWTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIeKTPOHHAS MOYTA

DneKTpOHHAs MoYTa - 3TO TEXHOJIOTHS U IPEIOCTABIISEMbIE €10 YCIYTH 110 IIEPECHUIKE U
MOJTYYEHHUIO SJIEKTPOHHBIX COOOIIEHHH, KOTOPBIE PACTIPEICISIOTCS B KOMITIBIOTEPHOM CETH.
OOBIYHO AIIEKTPOHHBIH ITOYTOBBIH SIIIUK BRITJIAIUT CICTYIOIIAM 00pa3oM:
YMsl_TIONB30BaTENSI(@UMS_JIoMeHa. Takxke KpoMme mepeadun MpoCTOro TeKCTa, UMeeTCs
BO3MOXKHOCTb NepeaBaTh (ailibl.

OcHoBHbBIE COBETHI 10 0e30MaCHOI padoTe C JIeKTPOHHOI NMOYTOIi:

1. Hazno BeIOpaTh npaBUIIbHBIN OYTOBBIN CepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJTHAKO JIyUIlIE 10BEPITh TEM, KOTO 3HAEIIb U KTO
IIEPBBII B PEUTHUHIE;

2. He yka3piBaii B TMUHOM TIouTe TMUHYI0 HHGOopMaruio. Hampumep, mydiie BEIOpaTh
"My3bIKaIbHBIN_(hanaT@" wium "pok2013" BmecTo "Temal3";

3. Hcnonb3yi ABYXATAlHYIO aBTOPU3ALMIO. DTO KOTrAa TOMUMO IMAapOJIs HYKHO BBOJUTH
KOJI, IpHchbLIaeMblil o SMS;

4. BpiOepu CIOXHBIN Maposib. s Ka)K0ro MOYTOBOTO SIIUKA JOJKEH OBITh CBOU
HAJIC)KHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXKHOCTh HAIIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATY
BO3MOXHOCTB;

6. Hcnosb3yi HECKOIBKO MOYTOBBIX SIIIUKOB. [IepBbIi 1151 YaCTHOM MEPENUCKH C
azpecaTaMy, KOTOPBIM ThI IOBEPSIEILIb. JTO AIEKTPOHHBIN aJipec HE HAaJ0 UCII0JIb30BaTh
[IpU perucTpanuu Ha opymax u cailtax;

7. He oTkpbiBail (paiisasl 1 JpyTrye BIOXKEHUS B MMChMaX, 1aXe €CJIM OHU IPUILIN OT TBOUX
npy3ei. Jlydiie yTouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3T (aiiibl;

8. Ilocne oxoHuaHus pabOTHI HA TOYTOBOM CEpPBHUCE MEpe]] 3aKPHITHEM BKIAJAKH C CATOM
He 3a0yap HaxaTh Ha "Beritu".

Ku6epOyuiuHT MM BUPTYaJbHOE U3/1€BATEIbCTBO



KubepOymuHr - nmpecienoBaHue COOOIMEHUIMHE, COAEPIKAIMUMHA OCKOPOJICHUS, arPeCcCHIO,
3allyIrMBaHUC; XYJIUTaHCTBO, CONUAJILHOC GOﬁKOTHpOBaHHC C IIOMOUIBIO PA3JIMYHBIX UHTCPHCT-
CEpPBHUCOB.

OcHOBHBIE COBETHI 10 60pb0e ¢ KHOePOYIIMHIOM:

1. He Gpocaiics B 60i. Jlyumuii crtoco0: MOCOBETOBATHCS KaK Ce0sl BECTH U, €CIIA HET TOTO,
K KOMY MOXHO 00paTHThCS, TO BHaYaie YCIOKOUTHCS. Eciiu Thl HAUHEelIh OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIIe pa30XiKellb KOH(IIHUKT;

2. VYmupapnsi cBoei kubeppernyTaimei;

AHOHUMHOCTB B ceTH MHUMast. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32

QHOHHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTraHCKUi 00pa3 BUPTyaabHOH ku3HU. HTepHET uKcupyeT Bce

TBOM JICUCTBUSA U COXPAHSIET UX. Y JAUTh UX OYJEeT KpaiHe 3aTpyIHUTEIILHO;

Cobnroait CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Wrnopupyii equHUYHBINA HeratuB. OJHOPA30BbIe OCKOPOUTENBbHBIE COOOLICHHS TyUlle
UTHOpUpOBaTh. OOBIYHO arpeccusi MPeKpaIIaeTcs Ha Ha4YaIbHOW CTa/INN;

7. Bban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COI[UABHBIX
CETSX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPaBKU COOOIIEHUN C ONPEIEICHHBIX aIPECOB;

8. Ecnm TbI cBUIeTens KuOEpOysUIMHTa. TBOM IEWCTBUS: BHICTYIIUThH POTHB
IIpeciieI0BaTENs, I0Ka3aTh EMY, YTO €ro AeUCTBUS OLIEHUBAIOTCSI HETaTUBHO,
MOJIJIEPKATh )KEPTBY, KOTOPOM HYKHA NICUXOJIOTHYECcKasi IOMOIIb, COOOIIUTH B3POCIBIM
0 (akTe arpeCCUBHOTO MOBEACHUS B CETH.

(98]
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MoOuabHblii TeaedoH

CoBpemenHble cMapT(HOHBI U TIAHIIETHI COAECPkKAT B ce0e BIOTHE B3POCBINA (DYHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTepamMu. OTHAKO, CPEICTB
3aIIUTHI U1 TOJ00HBIX YCTPOIMCTB MOKa 0O4eHb Mao. TecTupoBaHHue U TIOUCK YSA3BUMOCTEN B
HUX TPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 11 [1K, To ke camoe kacaeTcst 1 MOOMITBHBIX

MIPUIIOKEHUN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl yKe MPaKTUYECKH IOTHAU HACTOJIbHBIE aHAJIOTH, OHAKO
pacmupenue (GpyHKIIMOHAIA BI€YET 32 CO00H OOJIBIIYIO CII0KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

I[EUICKO HC BCC IPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJI€HI/ISI, 3aKpPbIBAIOIUC KPUTHYCCKUC
YA3BUMOCTHU IJII CBOUX YCTPOI;'ICTB.

OCHOBHBIE COBETHI JIs1 6€30IaCHOCTH MOOMIIBHOTO TelieoHa:

Huuero He sBisieTcst mo-HactosieMy OecriaTHbIM. Byib ocTopokeH, Beb Koria Tede
MpeaIaraloT OECIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;

Jlymaii, mpexxae yem otrpaButh SMS, poTto wim Bumeo. Tel TOYHO 3HACIIIB, TAE OHU OyIyT B
KOHEYHOM uTore?

Heo6xo0a1Mo 0OHOBIIATE ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;
Vcnonb3yi aHTUBUPYCHBIE IPOrPAMMBI JJI1 MOOMIIBHBIX TEIe()OHOB;

He 3arpy>1<a171 MPUITOKECHUA OT HCU3BCCTHOI'O UCTOYHUKA, BEAb OHHU MOT'YT COACPIKATDH
BPCAOHOCHOC IMPOrpaMMHOC 06CCH€‘IGHI/I€;



[Tocre Toro Kak ThI BRIMICIB C CaliTa, T/Ie BBOIWI JIUYHYIO HH(OPMAITHIO, 3l B HACTPOUKH
Opaysepa u ynanu cookies;

HepI/IO,[[I/I‘-IeCKI/I HpOBepHﬁ, KaKHC IJIATHBIC YCIIYT'M aKTUBUPOBAHBI HA TBOCM HOMCPC,

JlaBaii cBoii HOMep MOOUIILHOTO Tele(OoHa TOIBKO JOSM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEPSICIIb;

Bluetooth momkeH OBITH BBIKIIFOUEH, KOTJa Thl UM HE TMOJIb3yelibes. He 3a0biBaii mHOT 1A
MIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPHI - TO KPACOYHbBIE, 3aXBaTHIBAIOILINE PA3BICUEHUS, 00bETUHSIONINE
COTHHM ThICAY YEJIOBEK IO BceMy MHpY. Irpoku uccineayror faHHbIH UM MUp, OOILAIOTCS IPYT C
JPYTOM, BBITIOJIHAIOT 33/1aHUS, CPAYKAIOTCS C MOHCTPAMHU U MOJTy4YalOT OMbIT. 3@ YJIOBOJILCTBHE
OHU IIATAT: MOKYMAIOT INUCK, OIUIAYMBAIOT AOOHEMEHT WJIM MPUOOPETAIOT KAKHUE-TO OTLIUH.

Bce st cpeacTBa uayT Ha moJJepKaHUe U Pa3BUTUE UTPHI, a TAK)Ke HA caMy 0€30MacCHOCTb:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIIHNH, BBIITYCKAIOTCS HOBBIC MaT4YH (ITU(GPOBEIE 3aIIaTKH
JUISL IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,I[O6HI>IX HUI'pax CTOUT OIMAaCaThCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXXH TBOCTO
napoJjid, Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpU3aALUA OOJIBIIIMHCTBA urp.

OcHoOBHBIE COBEThI 0 0€30IIACHOCTH TBOEro HIPOBOro aKKayHTa:

1. Ecnu apyroii urpok Benet ceOs MI0X0 WK co3AaeT Tebe HeNMPUATHOCTH, 3a0JIOKUpYil ero
B CIIUCKE UT'POKOB;

2. Tloxanylica aiMMHHCTPATOpPaM UrPbl HA IUI0XOE MOBEIEHHUE 3TOTO UTPOKA, KEIATEIBHO

MIPWIOKUThH KaKHE-TO TOKA3aTeIbCTBA B BU/I€ CKPUHOB;

He yka3piBait mnunyto nHpopManuo B npodaiisie urpsr;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBait HeoduinaabHbIe TATYU U MOBL;

Hcnonw3yit Cl0KHBIE U pa3HbIE NTApOJIH;

Jlaxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [loka ThI urpaenis, TBOM

KOMIIBIOTEP MOT'YT 3apa3HTh.

NownhkWw

@OUIIMHT WA Kpaka JUIHbIX TaHHBIX

OOBIYHOM Kpaskel JeHeT U JOKYMEHTOB CEroJiHS YK€ HUKOTO HE yAUBHIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3I0YMBINIUICHHUKA TEPEMECTUITUCH B UHTEPHET, U MPOAOTIKAIOT
3aHUMAaThCS "IMIOOUMBIM" IETIOM.

Tak mosiBuIIack HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILIUHT, IIIaBHAS [IEJIb KOTOPOTO
COCTOMT B IOJIYYCHUH KOH(MUICHIINAIBHBIX JAHHBIX MTOJIb30BATENICH - JIOTMHOB U mapoiiei. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pummuHr (ot fishing - peioHast nosins, password -
apoJib).

OcHoBHBIE cOBeThI 10 00pbOE ¢ PUIIHHIOM:



1. Crnenu 3a cBOMM aKKayHTOM. Eciii ThI Mo103peBaeib, 9To TBOSI aHKETa OblIa B3JIOMaHa,
TO HE0OX0AUMO 3a0JIOKUPOBATH €€ U COOOLIUTh AAMUHUCTPATOPAM pecypca 00 3TOM Kak
MOXHO CKOpee;

2. HWcnonw3yii Oe3omacHbie BeO-CaThI, B TOM YUCIIE, MHTEPHET-Mara3nHOB U TTOMCKOBBIX
CUCTEM;

3. Hcnonp3yii cinoxHble U pa3Hble napoiau. Takum 00pazom, ecii Te0s B3JI0MAIOT, TO
3JI0YMBIIIJICHHUKH MOJIy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs B310MaIH, TO HEOOXOIUMO MPEAYIPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE

n00aBIeHBI y T€OS B IPY3bSAX, O TOM, UTO TEOS B3JIOMATH U, BO3MOXKHO, OT TBOETO UMEHU

OyJIeT pacchlIaThCsl ClIaM U CChUIKU Ha (DUIIUHTOBbIE CalThI;

YcranoBu HazexHbIH mapoib (PIN) Ha MoOWIBHBIH TenedoH;

OTkir0uM coxpaHeHHe MmapoJisi B Opaysepe;

7. He oTkpbiBail (paiiasl 1 JpyTrye BIOXKEHUS B MMChMaX, 1aXe €CJIM OHU IPUIILIH OT TBOUX
npy3ei. Jlydiie yTouHu y HUX, OTHPABIISIN JIM OHU Te€Oe 3TH (aiibl.

SN

Hudposasi penyrauus

udposas penyTarys - 3T0 HEraTUBHAS WM MO3UTUBHAS MH(OpMaLus B ceTH 0 Tebe.
Kommpomerupytomas uapopmanusi, pasMelieHHas B HHTEPHETE, MOXKET CEpPbe3HbIM 00pa3zomM
OTpa3UThCS Ha TBOEH peanbHOM xu3HU. "Ludpoas pemyTanus" - 3T0 TBO UMUK, KOTOPBIH
dbopmupyercs u3 napopmanuu o Tede B UHTEPHETE.

TBOE MECTO JKUTETHCTBA, y4eObl, TBOC (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue noJpoCTKH JETKOMBICIEHHO OTHOCATCS K IyOJMKAIIUK JTMYHOU MH(OpMAaLIUH B
WNuTepHere, He MOHMMAas BO3MOKHBIX MOCIEACTBHM. ThI Jaxke HE CMOXKEIIb JOTaAaThCs O TOM,
gto (oTorpadusi, pazMelieHHas 5 1eT Ha3aJ], cTala IPUYNHON OTKa3a MPUHATH Te0s Ha padoTy.

KomMmenTapuu, pazmenienue TBoux ¢ororpaduii u Apyrue AeicTBUS MOTYT HE UCUE3HYTh JaKe
MIOCJIE TOTO, KaK ThI MIX yJIaJIHIlb. Thl HE 3HACIIIH, KTO COXPAHWI 3Ty WH(OPMAIIHIO, TIOTIajia JIh
OHa B MTOMCKOBBIE CUCTEMBI M COXPAHUIACh JIM OHA, a TJIABHOE: YTO MOyMaIoT 0 Te0e
OKPY>KaIOIIKE JIFO/IU, KOTOPhIE HAUAYT U YBUAAT 3T0. HaliT mH(bOpMaIuio MHOTO JIET CITyCTs
CMOKET JII00011 - Kak U3 J00phIX TOOYKISHH, TaK U C HAMEPEHUEM PUIUHHUTD Bpea. DTO
MOXeET OBITh KTO YTOJIHO.

OcHoBHBIE cOBeTHI IO 3a1uTe HUGPOBOH penmyTanum:

1. Tlomymaii, mpex/ie 4eM uTo-TO IyOJIMKOBATh U NepeiaBaTh y ce0s B OJ10re Win B
COIIMAJILHOU CETH;

2. B Hactpoiikax npo¢uiis yCTaHOBU OIpaHUUYEHHs Ha IPOCMOTP TBOETO MPO(UIISL U €ro
COAEPKUMOT 0, ClIeJIaidl €ro TOJIbKO "Mt py3ei”;

3. He pa3menaii u He yka3biBail HH()OPMALUIO, KOTOPast MOXKET KOT'0-IM00 OCKOPOIIATH MU
O0MKaTh.

ABTOpPCKOE MPaBo
CoBpeMeHHBIE KOJIHHUKY - aKTUBHBIE TIOJIH30BaTENN UG POBOTO TIpocTpancTBa. OMHAKO

JaJieKo He BCE 3HAIOT, YTO MOJIb30BaHNE MHOTUMH BO3MOKHOCTSIMU IIU(POBOTO MHUpa TpeOyeT
coOII0ACHMSI TPaB HA UHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.



Tepmun "uHTEIIEKTYaTbHAs! COOCTBEHHOCTD' OTHOCUTCS K Pa3TMYHBIM TBOPCHHSIM
YeJIOBEYECKOT0 YMa, HAYMHAS C HOBBIX M300PETCHHIA U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TIPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMU, (poTorpadusmu, KHUHOGUIBMaMU U
MY3bIKQJIbHBIMU TTPOU3BEICHUSAMH.

ABTOpCKHE ITpaBa - 3TO MPaBa Ha MHTEIJICKTYaIbHYI0 COOCTBEHHOCTh Ha POU3BEACHUS HAYKH,
JIUTEPaTypbl U HCKYCCTBA. ABTOPCKHUE IIPAaBa BBICTYIIAIOT B KAYECTBE FrapaHTUHU TOTO, YTO
MHTEJUIEKTYalIbHBIN/TBOPUECKUH TPY/] aBTOpa He OyJeT HAlpacHbIM, JaCT €My CIpaBeJIuBbIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3yabTaTaxX CBOETO TPY/ia, HOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOM3BOIUTE €T0 MIPOU3BEICHHUE, PACTIPOCTPAHSATH,
myOJUYHO IEMOHCTPUPOBATh, IPOAaBaTh, UMIIOPTUPOBATH, ITYCKATh B MIPOKAT, MyOJIUYHO
UCTIOJHATH, IOKA3bIBATh/UCIIONHATH B A(Upe HIU pa3Meliats B IHTepHeTe.

Hcnonp3oBaHue "HI/IpaTCKOFOH IIporpaMMHOI O obecreyeHUsT MOKET IIPpHUBCCTU K MHOT'M
pUCKaM: OT HOTCPH JAHHBIX K TBOUM aKKayYHTaM 10 6JIOKI/IpOBKI/I TBOCTO yCTpOfICTBa, rac
YCTaHOBJICHA HEJICTAJIbHAA IIpOTrpaMmMa. He cTout Taxkxke 336BIBaTB, 4TO CYHICCTBYIOT JICTAJIbHBIC
u OecIUIaTHEIC IIporpaMmal, KOTOPbIC MOKHO HAWTH B CETH.

O noprane

CereBnuoK.pd - TBOW IMIaBHBIN COBETUUK B CETH. 371€Ch Thl MOXKEIlIb Y3HATh O O€30IIaCHOCTH B
CETH MOHSTHBIM H JJOCTYITHBIM SI36IKOM, a TIPU BO3HUKHOBEHUH KPUTHYECKOW CUTYaIHN
00paTUTHCS 32 COBETOM. A Tak)Ke MPUHATH y4acTHe B KOHKYPCaX U CTaTh CAMbIM LU(POBBIM
rpaxaaHUHOM !


http://%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D0%B8%D1%87%D0%BE%D0%BA.%D1%80%D1%84/
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